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ANALYSIS OF THE FACTORS OF INSTITUTIONAL INFLUENCE
ON THE ECONOMIC SECURITY OF INDUSTRIAL ENTERPRISES

The article analyses the institutional factors that influence the economic security of industrial enterprises.
In the context of globalisation and a constantly changing economic environment, the issue of ensuring
stable economic security is of particular importance for industrial enterprises, which are key elements of
the national economy. The authors examine the institutional context of economic security, in particular
the role of state and non-state institutions in shaping the conditions for the sustainable functioning of
industrial enterprises. The article analyses in detail the various institutions that have a direct impact on
the economic security of enterprises, including legislative and regulatory bodies, financial institutions,
and social and labour organisations. Particular attention is paid to the effectiveness of state regulation
mechanisms aimed at stabilising the activities of enterprises in critical economic situations. An important
component is the role of corporate governance, internal institutions and business culture in ensuring the
economic sustainability of enterprises. The authors pay special attention to the interaction between private
and public institutions, as well as the impact of global economic processes on national and corporate security
systems. The authors also analyse the interaction of institutions within the framework of strategic planning
of enterprises, where it is important to ensure long-term economic security through properly configured
institutional mechanisms. Given the current challenges, the article emphasises the need to adapt institutional
factors to changing economic realities, in particular to digitalisation, innovation and changes in global
supply chains. The conclusions emphasise that in order to ensure a high level of economic security of
industrial enterprises, it is important not only to optimise the functioning of existing institutions, but also
to develop new mechanisms of interaction at all levels of the economic system. Thus, the article highlights
the importance of a comprehensive approach to the analysis of institutional factors of economic security,
emphasising the need to adapt them to the changing economic environment to ensure the sustainability and

development of industrial enterprises.
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Formulation of the problem. The continuous
change in the quality of development of modern
economic systems leads to the formation of new
systemic properties necessary for the effective
implementation of innovation activities. These new
abilities of economic systems, as practice shows,
become the basis of their competitive advantages
in an innovative economy and determine the speed
of development of not only individual production
and economic entities, but also their integrated
associations. It is about the economic security of
innovation activity. In this regard, the processes
of managing the economic security of innovation
activity of economic systems, as the basis for
achieving its effectiveness, are becoming one of
the main directions of strategic management of
the innovative development of modern enterprises
in the region. In this regard, the issues related
to improving the economic security of innovation
activity of economic systems become relevant.

Analysis of recent achievements and publications.
Among the Ukrainian scholars who study the issues
of managing the innovation activities of enterprises,
it is necessary to note the significant contribution
of O. Amosha, M. Voynarenko, A. Voronkova,
S. Ilyashenko, V. Stadnyk, O. Orlov, L. Fedulova.
Theoretical and practical issues related to the
organisation of economic security of an enterprise are
covered in the scientific research of many Ukrainian
scientists such as O. Arefieva, T. Klebanova,
Y. Pogorelov, T. Kuzenko, S. Lobunska, V. Muntyan,
V. Ponomarenko, S. Shkarlet, I. Tsyhilyuk,
0. Yastremska. Despite the importance of scientific
research, certain aspects of ensuring economic
security in the process of innovation activity of an
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enterprise require further study, in particular, in
the context of studying its institutional components.

Therefore, the purpose of the article is to study
the interaction of external and internal institutions
from the standpoint of ensuring economic security
of innovation activities of industrial enterprises in
the region.

Presentation of the main material. The
management of economic security of innovation
activity is a set of actions selected on the basis of
certain information about the state of the system
and aimed at establishing, ensuring and maintaining
the required level of innovative characteristics of
the system (including the effectiveness of innovative
industrial risk management) in its development,
carried out through systematic control, and targeted
impacts on the conditions and factors affecting
security [4].

Due to the processes of modern development, for
various reasons, many enterprises in the region do
not have sufficient resources to develop innovative
projects on their own. In order to increase the speed
and efficiency of innovation implementation, the
initiation and impetus of innovation activity is
formed within the technological core — a certain
set of technologically related economic systems.
It can be played by institutions of innovative activity:
technology parks and technopoles, scientific and
technical centers that produce novelty.

The whole complex of relations and connections
between people involved in economic processes is
regulated by a set of rules and regulations, i.e. by
relevant institutions. The objects of regulation and
standardization are the relations and interactions
between production participants within production
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and economic facilities, as well as relations between
them within the framework of their cooperation and
exchange processes. Norms and rules determine the
methods and ways of creating novelty and using
innovations in the process of effective development
of economic systems; interaction between production
and economic entities within integrated structures
in the process of introducing innovations, etc.

An innovation system is a set of institutions
that determine the very possibility of creating
an innovation and, most importantly, create the
conditions for its transformation into an innovative
product or service and their further distribution
[1]. It includes both specific participants in the
innovation process and a set of specific conditions,
factors, methods and principles of organizing and
stimulating innovation.

Institutions, as a set of rules and regulations,
structure the interaction of economic agents and
shape the innovative nature of their activities.
The institutional environment sets the framework
for innovation activities of both business entities
and economic systems of regions and the national
economy as a whole. This environment is one of
the most important conditions for the successful
exchange of technologies, shaping the compatibility
of  technological, economic and innovative
development of economic systems and business
entities that supply and receive technologies. Long-
term management of the structure transformation

in the process of innovation activity should include
a system of measures for mobile adjustment of the
developed long-term directions, taking into account
changes in the consequences of the impact of
external and related internal factors of innovation
development, determined on the basis of monitoring
[2]. Complementing the above study on the problems
of ensuring the economic security of innovation
activity based on the management of innovative
industrial risks, we can supplement the proposed
structure of external and internal institutions
(Figure 1).

In the economic literature, internal institutions
are considered as relatively stable internal attributes
of the object of study. They are the driving force
behind innovative changes in industrial enterprises
in the region and shape their behavior. This implies
studying the economic system through its system
of norms, agreements and contracts, which are
expressed in management approaches to innovation
based on the priority of its economic security.

These institutions create conditions for the
formation of effective management of innovative
industrial risks of the economic system. External
institutions are not integral parts of the object under
study and change much more slowly than the object
of study, which is limited. In this regard, they are
tools for studying the rules of interaction between
business entities in the process of implementing
innovative activities.
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Figure 1. Structure of the institutional environment of economic security
of innovation activity of the economic system and management institutions
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In the new economic environment, new approaches
to the formation of the internal institutional
environment are needed. Among the internal
institutions in economic systems, a special place is
given to the institutions of managing the economic
security of innovation, which are responsible for
reflecting the principle of economic security of
innovation in the mission of the system, developing
an appropriate innovation strategy, determining the
purpose of producing new knowledge, taking into
account its dual impact on the economic system. These
institutions can be classified based on their main
management functions. They can be represented as a
set of components that form a management system:
planning, organization, coordination, stimulation,
control, adaptation. Each of these components in the
new conditions should define the rules and create
preconditions for improving the economic security
of innovative activity of economic systems based
on their survivability through the prevention of
innovative industrial risks.

The analysis of institutional factors of improving
the economic security of innovation activity will be
incomplete without considering the mechanisms of
interaction of internal institutions in this process.
Within the framework of the institutional concept,
these interactions are the result of innovation
processes of economic systems. They are carried out
within the framework of the institutional system
and are directly influenced by it. The institutional
system of economic management is a certain form
of combination of formal and informal, normative
and organizational institutions that are closely
interconnected and influence each other. Normative
institutions, according to the subject of the study,
determine the general rules of behavior in the
field of innovation development security, the size
and properties of organizational structures, the
organizational localization of related business
units that is effective in terms of innovation
security, and the mechanisms of coordination and
subordination within the framework of industrial
innovation risk management. In turn, organizational
institutions provide material prerequisites for the
implementation and reproduction of the established
formalized norms: formation of financial readiness
to improve the economic security of innovation
activity, creation of prerequisites for managing
innovative industrial risks at the planning level,
development of a strategy to ensure the viability
of the economic system based on improving the
efficiency of industrial risk management of
innovation activity [4].

Changes in the institutional conditions of
innovative development of economic systems can
occur in two ways.

Firstly, in the process of formation of an
innovative type of development, old organizational
and economic forms of activity (organizational
institutions) are restructured and at the same time new
organizational structures are formed and strengthened,
which, in the absence of coordination mechanisms,
leads to a decrease in survivability, which results in
an uncontrollable stochastic effect. However, this
process is extended in time due to the incompleteness
of radical transformations of normative institutions
and their formal consolidation. It is accompanied by
the existence of wvarious transitional, «immature»
organizational and economic forms, which, due to
the prolonged impact of unresolved disturbances,
reduce the economic security of the innovation
activity of the economic system.
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Secondly, it is the way of replacement, the
displacement of old institutions by institutions
of a new type. However, this path is based on
the contradictory interaction of old institutions
being eliminated and new ones being transplanted
and may be accompanied by deep conflicts and
contradictions that require harmonization and
adaptation mechanisms to resolve. Otherwise, as
noted by scientists, if the introduced institution
is incompatible with cultural traditions and the
institutional structure of the economic system
when using «shock» technology, transplantation
dysfunctions are likely to occur: atrophy and
degeneration of the institution, rejection as a result
of the activation of alternative institutions, and
institutional conflict [4].

All of the above will lead to aloss of effectiveness of
the implemented changes in institutional conditions.
The same conclusion is drawn by other scholars who
note that the effect of ‘transplantation’ depends not
so much on the choice of a particular «family of
legal norms» («legal families»), but on the actual
perception of the transplanted institutions, since
a decisive role in shaping the actual structure of
institutions is often played by a successful «grafting»
or «unaccepted» transplantation. Therefore, it
seems that the first way is preferable, although it is
longer, but it should not be delayed, because, as in
the second case, negative effects may arise [4].

In general, the introduction of organizational
innovations stimulated by various changes initially
contributes to the adaptation of functioning
organizational structures to the changes taking place,
but in the course of development requires a qualitative
change in the integrity of the organizational and
economic elements of the economic system, which
implies a fundamental change in the principles of
their construction, the loss of the former principles
of the system-forming role.

One of these principles should be an approach
to improving the efficiency of innovation
processes of the economic system by improving
the quality of management of the security of
its innovative development. It should be noted
that in the context of the growing complexity of
economic interconnections and the increasing
coherence of the functioning of economic links,
the process of interpenetration and consolidation
of organizational structures is accelerating, so the
process of cooperative interaction should be timely
institutionalized in new regulatory institutions.
If it is delayed, an «institutional gap» is formed
(between organizational and economic institutions
and regulatory institutions), which hinders the
implementation of technological innovations,
transformation of individual technical and
organizational changes into a system, introduction
of packages of organizational innovations, and the
emergence of a new type of economic systems.

However, the nature of the proposed changes in
institutional conditions implies the creation of tools
to bridge these gaps through the implementation
of parallel development of regulatory and
organizational institutions based on comprehensive
management of economic security of innovation
activities of economic systems. Thus, institutional
structures turn out to be a deeper source of economic
security and efficiency of innovative development of
economic systems.

However, even in this case, the process of
creating an innovation should be based on the
results of an analysis of the characteristics of the
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economic systems for which it is developed, based on
the determination of the existing level of viability
and possible dynamics of its change. This requires
changing the institutional conditions for innovative
development and implies the introduction of new
organizational forms into the structure of the
complex. In particular, for information provision, it
is necessary to create new institutional «portals» -
information bases for each economic system, which
should receive information on the response of the
system's viability to various innovative projects and
processes, as well as to management measures.

The information in these databases should
form the basis for the development or selection
of projects and should become the foundation of
a system of safe innovation development. Testing
of innovations, especially absolute novelty, is
carried out at smaller but comparable in terms of
technological stage enterprises. Large enterprises
may have several similar testing grounds that reflect
certain aspects and features of their activities for
the initial implementation of innovations. This
reduces the possible industrial innovation risks
of the structure and functioning of the economic
system by obtaining information about a possible
set of risks. It is proposed to define the groups of
enterprises in the region connected in this way as
information nodes, which, in turn, form information
portals for scientific and technical centers (nuclei)
and for internal management of economic security
of innovation activity of economic systems based
on the effectiveness of innovation industrial risk
management.

An information portal can be one for several
economic systems, which will increase the level of
this information base and help create conditions
for improving the quality of management decisions
made on its basis. But this is only possible in the
case of information transparency and a high level of
information technology and communications.

For economic systems of the meso-level and above,
scientific and technical nuclei can be located within
the system itself, but this can reduce the quality
of the design decisions made due to the loss of
objectivity in the assessment of information. Thus,
the proposed management solutions will improve
the efficiency of industrial risk management in the
innovation activities of economic systems and the
result of their innovative development.

Based on the general trends and characteristics
of the development of enterprises in the region,
a two-phase (two-stage) model of management of
innovative industrial risks of economic systems
can be identified as a comprehensive, dynamic
model of targeted impact aimed at improving the
efficiency of innovation activities based on its safe
implementation.

The study allows to conclude that this management
should be systemic in nature, carried out at all stages
of implementation of innovative projects (innovative
activity). However, the maximum efficiency is
provided for by the implementation of proactive,
targeted management of innovative industrial
risks in order to increase the resilience of economic
systems in the process of balanced modernization
of production potential. In this article, in order to
increase the efficiency of the innovative development
of the complex, the following strategic directions
can be proposed, which should be implemented
comprehensively and in conjunction with each other:

— balanced renewal of the components of
production potential, taking into account the degree

of readiness of economic systems for innovation.
This will reduce the risks of inconsistencies in
various structural links within the national system,
increase the harmony of internal development of the
components of production potential and lead to an
increase in the system’s resilience;

development of the management system by
increasing the professionalism of personnel, raising
the level of innovation safety culture at enterprises,
including among top managers, increasing the focus
of management measures on optimizing decisions,
which, in the conditions of safe implementation of
innovation activities, will lead to an increase in the
efficiency of the system’s innovation activities;

development of the institutional environment of
innovation activity, formation of new organizational
forms within the complexes for continuous
monitoring of changes in the viability of economic
systems in order to maximize the efficiency of the
innovation management system, use of enterprises
and special institutions that accumulate information
about innovations and related risks, which lead to
an increase in the efficiency of their management
systems;

— development of an in-house innovation
development base at enterprises in order to
proactively manage industrial innovation risks at
the stage of innovation planning, create conditions
for the implementation of open innovations, make
innovation activities continuous and safe, and
increase the intensity and controllability of these
processes in a changing environment;

use of the information component of enterprises
as a regulator of safety of innovation activity
in order to increase the efficiency of R&D in
managing the development of economic systems,
formation of a unified system of monitoring and
automated accumulation of information flows on
the nature, intensity and safety of development of
economic systems, in the implementation of various
information projects, in order to increase their
viability and efficiency.

Conclusions. Thus, support of these strategic
directions at the regional level will, in our opinion,
allow for safe innovative development of industrial
enterprises in the region, which will increase the
efficiency of their innovation activities, and will
allow for the introduction of the following strategic
directions to improve the economic security of
innovative development of industrial enterprises in
the region

— radical renewal of production based on the
introduction of world-class technologies at every
stage from raw materials to finished products. This
will reduce the risks of equipment and technology
mismatches, equipment mismatches and non-
compliance with the specifics of new technological
cycles;

— development of the human resources
component by increasing the professionalism of
the staff, raising the level of safety culture at the
enterprise, including among top managers (a tool for
managing innovative industrial risks and optimizing
management);

— development of the organizational structure
of the enterprise, continuous monitoring of changes
in the structure and its transformation in order
to maximize the effectiveness of the system of
managing innovative industrial risks (introduction
of risk management departments);

— development of the enterprise’s own structure
of innovation in the field of economic security,
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implementation of its own R&D within the
framework of the enterprise's innovation activity,
stimulation of its continuity in wvarious areas
(security management);

— use of the information component in order to
increase the efficiency of R&D in the management
of innovative industrial risks, development of
the information component for automation of the
process of managing innovative industrial risks;
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— focusing the management system on the safety
of interaction between the components of production
potential in the process of innovative development.

The development of these strategic directions
and an algorithm for conducting a comprehensive
analysis and obtaining reliable assessments of the
state of the system of management of innovative
industrial risks and developing ways to optimise it
is a promising area for further research.
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CximHoyKpaiHChKUI HalioHanbHUl yHiBepcurer im. B. Hamnsa

AHAAI3 ®AKTOPIB IHCTUTYUIMHOIO BITAMUBY
HA EKOHOMIYHY BE3ITEKY INTPOMMCAOBUX TTIAITPMEMCTB

CraTTa npucBsAUYeHA aHAJNI3y iHCTUTYIIHHUX (DAKTOPiB, 110 BILINBAIOTH HA €KOHOMIUHY 0e3IeKy ITPOMUCIOBUX

TigIpUEMCTB.

3a0es3meueHHss CTA0LIBHOI eKOHOMIiuHOIL

B ymoBax rioGamisamii Ta moCTifiHO 3MiHIOBAHOTO EKOHOMIUHOTO CepeaoBHUINla MNUTAHHSI
Oesrmexkn HabyBae 0COOJIMBOI

BaXKJIMBOCTI [JIA TIPOMUCJIOBUX

TiATPUEMCTB, AKi € KJIIOUOBUMU eJIeMeHTaMHU HAalliOHAJIbHOI €KOHOMIiKH. ABTOPU POBTIANAIOTH IHCTUTYIIAHUHA
KOHTEKCT eKOHOMiuHOI Ge3meKH, 30KpeMa pPOJb [Jep;KaBHUX 1 HeJepKaBHUX IHCTUTYTIB y GOpMyBaHHI yMOB
I CTiMKOro (DyHKI[IOHYBaHHA MPOMUMCJIOBUX HiAIPUEMCTB. ¥ CTATTi AeTaJbHO aHAJi3yIOThCA PidHi iHCTUTYTH,
110 MaloTh Ge3mIocepesiHil BIJIMB HA €KOHOMIUHY 0e3MeKy HiJNPHEMCTB, 30KpeMa 3aKOHOABYi Ta PeryJsaTopHi

opraHu, iHaHCOBi iHCTHTYTH,

a TaKOX colliaJbHi Ta TPYJAOBiI opraxisarii.

Oxkpema yBara mnpuaijJeHa

BUBUEHHIO e()eKTUBHOCTI MeXaHi3MiB Aep:KaBHOTO PeryIiOBaHH:A, AKi MalOTh Ha MeTi crabinmisyBaTtu mianabHiCTH

MiJIPUEMCTE y KPUTUYHUX EKOHOMIYHMX CHUTyaIisfX.

BakamBOI0O CKJIaJOBOIO € POJIb KOPIIOPATHUBHOI'O

yIpaBIiHHA, BHYTPimHIX iHCTUTYTIB i Gi3HEeC-KyaAbTypu B 3abe3leueHHiI eKOHOMIUuHOI CTIfIKOCTI miAmpmeMcTB.
Oco6nuBy yBary aBTOPY NPUAIIAIOTH B3a€EMOJii Mi’K IPUBATHUMU Ta [AEPKAaBHUMU iHCTUTYTaMH, a TaKOMX
BIJINBY TJIOOQJIBHUX E€KOHOMIUHUX IIPOIleCiB Ha HAI[iOHAJBbHI Ta KOPIOPATHBHI cucreMu Oe3meKu. ABTOpPU
TaKOYK aHAJII3yIOTh B3AEMOJiI0 IHCTUTYTIB B PaMKaxX CTPATETiuHOTO IJIAaHYBAaHHA IiAIPUEMCTB, e BAXKJIUBUM €
3a0e31meUeHHA OBIOCTPOKOBOI €KOHOMIYHOI Oe3leky 4Yepe3 IPaBMJILHO HAJANITOBAHI iHCTHTYIiiiHI MexaHisMu.
BpaxoByooun cydacHi BUKJIWKH, CTATTA IIiJKpecaioe HeoOXimHicTs, amamrarii imeTuTymiiinumx (akToOpiB 10
3MiHIOBAaHUX €KOHOMIUHUMX peasiii, 30KpeMa no mnudposizaiii, iHHOBAI[iTHOTO PO3BUTKY Ta 3MiH y TJIOOAJIBHUX
JIAHIJIOTaX IIOCTABOK. ¥ BUCHOBKAaX IiJKPECJIEHO, IO AJid 3a0e3leUeHHa BUCOKOTO PiBHA eKOHOMiuHOI Oe3meKu
TIPOMUCJIOBUX IiIPMEMCTB BaKJMWBO He JINIIIe ONTUMi3yBaTH [ifo iCHyOUMX iHCTUTYTIB, ajle # pO3BMBATH HOBi
MexaHi3Mu B3aeMojil Ha BCiX PiBHAX eKOHOMiyHOI cucreMu. TakuM UYMHOM, CTATTA BUCBITJIIOE BaKJIUBIiCTH
KOMILJIEKCHOTO MiAXOAy MO0 aHa Jidy IHCTUTYIIMHUX (aKTOPiB eKOHOMiuHOI Oe3lmeKu, HAroJIONUIYIUM Ha
HeoOximHoCTi X agamTaIlii 10 3MiHIOBAHOTO eKOHOMIUHOTO cepeoBHUIla A 3a0e3MeUeHHs CTiHKOCTi Ta POBBUTKY

TIPOMUCJIOBUX IiJIIPUEMCTB.

KarouoBi cmoBa: ekomomiuna Oesrexa, iHCTUTYIiMHI (axkTopu, MiABUINEHHA DiBHA, 3a0e3meueHHs 0€3MeKH,

IiAITPUEMCTBO.
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