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Summary

The article highlights the financial monitoring features and offers the basic indicators of its implementation
at education and research farms of agricultural budgetary institution. The case study for its peculiarities
defined is Separated Subdivision of NULES of Ukraine «Velykosnytinske Education and Research Farm named
after O. Muzychenka», the financial monitoring of which allowed offering the enterprise certain directions to
improve efficiency under modern conditions. While carrying out financial monitoring of education and research
farms, there should be awareness that such farms are based on self-supporting, being non-profit institutions
that function as public institutions. Consequently, they make estimates. The specific features of financial state-
ments and reports are due to the fact that revenues of educational and research farms are derived from the
special fund. Financial monitoring for education and research farms of agricultural budgetary institution is
proven to be implemented by using traditional analysis given the peculiarities of budgetary institutions.
Keywords: financial monitoring, education and research farm, budgetary institution, cost accounting, special
fund, estimate.
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IMTPOTPECUBHMIM AOCBIA 3APYBIDKHMX KPATH
YV BUPIINEHHI ITPOBAEM PO3BUTKY KIBEPCTPAXYBAHHSI

HocaimxeHo cyTHiCTH KibepcTpaXyBaHHA Ta BU3HAUEHO PU3WKM, HA BUMANOK SKUX 3AiMCHIOETHCA KibepcTpa-
XYBHHs. BusiBieHo mpobjemMu, IO CTPUMYIOTh PO3BUTOK KibepcTpaxyBauHs y cBiti. Ha ocHOBI mporpecuBHOro
IOCBily PO3BMHEHUX 3apYyOI’KHUX KpaiH y3araJbHEHO CIIOCOOU BUPIIIeHHSA BUABJICHUX IPOOJIEM.

Karouosi caoBa: kibepcrpaxyBaHHs, Kibeppusuku, Gesnexka JaHUX, Nep:KaBHe DPEryJioBaHHS y chepi Oesmeru
0COOMCTUX NaHUX, MOBiJOMJIEHHSA IIPO IOPYINeHHs 0e3meKM JaHuX, IlepecTpaxyBaHHs Kibeppusukis, indopma-

mifine 3abe3neueHHsd KibepcTpaxyBaHHS.

ITocranoBka mpobGaevu. IluTanHA 3aXUCTy KOH-
dimernitinoi indopmariii Ta 0coOmMCTUX IAaHUX CHO-
TOAHI CTOITh K HiKOJHW rocTpo. Bynb-AKa KoMIaHisd,
110 3IilficHIOE 00POOKY eJIeKTPOHHUX MePCOHATIbBHUX
JaHUX i3 BUKOPHUCTAHHAM I[IOPTATHUBHUX IIPUCTPOIB,
KOMII I0TepiB, cepBepiB, IHTepHer-pecypcis, mif-
maeTbesl pusumram Kibeparak. ¥ sBiTi Allianz Risk
Barometeron Top Business Risks 2015 [1] xiGeppu-
SUKM 3aliMaloTh II’ATe Miclle cepel HalHeOe3meuHi-
mux aasa 6isHecy i BomHOUac € HaMOIJIbII HemOOIli-
HEHUMU.

CrpaxyBaHHS He MOKe 3amo0irTu BUTOKY iHGOP-
Marrii, aje BOHO € BaKJIMBHUM iHCTPYMEHTOM MiHimi-
3aIlii HeraTUBHOTO BIJIMBY KibepaTax Ha HifdJbHICTH
KOMITaHi.

CeiToBUil pPUHOK KibepcTpaxyBaHHSA IepedyBae Ha
cTafii cTaHOBJIEHHS, OCKiJIbKY B OiJIbIITOCTI KpaiH IITe
HEe CTBOPEHO CIIPUATJIUBUX YMOB JAJA HOTO PO3BUTKY.

Amnajis ocraHHiX mocaimskeHs i myoJaikairiii. Baro-
MU BHECOK Y HOCJIIIYKEHHA CYyTHOCTI CTPaX0BOI AiAb-
HOCTi i PiBHMX BUIIB CTPaXOBUX MOCJIYT Ta IXHBOTO
PO3BUTKY Ha Cy4YaCHOMY eTalli 3po0uJu Taki BiTums-
HAHI HayKoBIli, Ak B.ll. Basunesuu, H.M. Baykosa,
0.0. T'amanmkoBa, IO.II. T'puman, O.M. 3ajeros,
A.ll. 3apy6a, C.C. Ocagmenn, P.B. IIikyc, a Tarkox
3apy0iskHi Bueni: II»x. Apui, K. Capnpa, I:x. @iHKI.
Pagom i3 Tum mpobGseMu, AKi cToCcyOThCA KibepcTpa-
XYBaHHSA, 3aJUMIAIOTHCA HEJOCTATHHO BUBUEHUMU.
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Buninenns HeBUpileHUX paHilIe YaCTHH 3araJjb-
HOI mpo6aemu. ¥ HaYKOBUX IIYOJiKaI[isiX 4acToO IPO-
BOAUTHCA AaHaNi3 PHUBHUKIB y KibepcTpaxyBaHHI Ta
XapaKTepuCTUKAa IXHBOTO HEeOEe3IeuHOro BILIWBY HA
IiATBHICTD KOMIIAHI, BUAW IIOKPUTTA, AKE MIPOIOHY-
I0Tb CTPAaXOBUKU, TEHAEHIIil POBBUTKY PUHKY. IcHye
norpeba y BU3HAUEeHHI IpobjeM, SKi mepenrkomsxa-
I0Th e(GeKTUBHOMY pO3BUTKY PHHKY KibepcTpaxy-
BaHH#A, Ta IOIIYKY CIIOCO0iB iIXHBOTO BUPIillIeHHS.

Mera crarTi mosiArae y BUSBJIEHHI IIpo0JieM, IO
CTPUMYIOTH PO3BUTOK KibepcTpaxyBaHHsS y CBiTi, Ta
BU3HAYEHHI CIIOCOOIB IXHBOrO BUPIillIeHHS Ha OCHOBi
IPOTPECUBHOTO MOCBiAY 3apyOisKHUX KpaiH.

Bukigang oOCHOBHOTO MarTepiany dOCTiIKeHHS.
KiGepcrpaxyBanua saBjs€ cob000 Cmoci® ympaBiaiHHSA
puUBMKaMu IIOA0 3aXUCTy IE€PCOHATBHUX NAaHUX BiJ
HACJIiKIB IXHBOIO BUTOKY UM HE3aKOHHOI'O BUKO-
pucranua. O6’eKTOM TaKOr'o CTpaxyBaHHA € MalHOBI
iHTepecu, MOB'A3aHi 3 PUBMKOM HACTAHHA BiIIOBi-
IAaJbHOCTI 3a IOPYIIEeHHS KOH(pimeHIifiHocTi maHMx
TpeTix oci06, pusumKoM cmaaTu ITpadHUX CAHKIIH
uyepe3 TaKe MOPYIIEeHHS, HEJOOTPUMAHHA MOXOAY V
3B’A3KY 3 MepepuBaHHAM POOOTH KOMIAHii, IOIIKO-
mxeHHa [T-indgpacTpyKTypn KoMmOaHii Tomro.

KiGeppusuku — HalickJaamHimi Ta HaWGiJBII cuC-
TeMHi PUBUKU, 3 AKUMHU CTHUKAIOTHCA KOMMOAaHii, 110
30epiraioTs IepcoHaJbHY iH(oOpMAaIlilo, YKJIAZaloTb
yrogu uepes MepesKy UM IIPOCTO BUKOPHUCTOBYIOTH
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IaTepreT y cBOi#f mianbHOCTI. BOHM MOMKYTH BHUHH-
KaTu B pesyJIbTaTi Oill mep:kaB, TePOPHUCTiB, 3JIOUMH-
miB, iHcaigepiB. IHmumenTH, MOB’sA3aHi 3 BUTOKOM
IaHUX, AK IPABUJIO, BUKJMKAIOTH JIAHIIOTOBY Deak-
miro i 3aBHalTh 3HAUHUX penyTarniiHux i (iHaHCO-
BUX 30UTKiB.

KibGepcrpaxyBaHHA — IIBUAKO3POCTAOUa TIajay3b
crpaxyBaHHA. 3rigHo 3 mporaosom Price waterhouse
Coopers, cBiTOBUMII PHHOK KibepcTpaxyBaHHSA [0
2020 p. pocarme B piuHomMy 00csa3i  mpomakis
7,5 mupa. gon. CIIA y mopiBHAHHI 3 2,5 MapA. DoOJI.
CIITA wmwunyJNOTO POKY. ¥ [IOMOBimi TakoK 3asHa-
JaeThCd, IO KigbKicTh Kibeparax y 2015 p. mocs-
riaa 42,8 muH., mo Ha 48% 6inbire, Hik y 2013 p.,
a KOJKeH BUMNAJOK MOPYIIeHHS Oe3lmeKu HaHUX 00iii-
II0BCA aMEPUKAHChbKUM KOMIAHISIM y CcepegHbOMY
6,53 mura. gou. CIIIA, 6puTaHcbKUM — 3,72 MJIH. TOJI.
CHIA. I1i BuTpaT; BRJIOYANW ciary mrrpadis, Bix-
HOBJIEHHS pemyTallii, KOMepI[iiHi 30UTKU, a TaKoXK
BimHoBaeHHA IT-iHdpacTpykTypu Komnanii [9].

Ha crorogui mepeBamkHy OinbIIicTh CTpaxo-
BUX IIJaTeXiB Ha CBiTOBOMY PHHKY KibepcTpaxy-
BaHHSA OTPUMYIOTH KOMIIaHii, 3apeectpoBani y CIIIA
(90-95%), a KinbKicTh 3aCTPaXOBaHUX MiAIPUEMCTB
(Besmukux i cepemHix 3a posmipom) — 6ausbko 40%,
Toni AK y BenukoOpuraHii 11d yacTKa CKJIAma€ JIUIIIe
13% [10].

PosBuToK KibepcTpaxyBaHHA 3aJIe}KUTH Bif Oara-
ThOX (PaKTOPiB.

Ha mamy aymMKy, ofHAa 3 OCHOBHHUX HIpobJeM,
mo € Gap’epoM A eheKTHUBHOTO (PYHKIIOHYBaHHS
PUHKY, — BiICYTHiCTh IepyKaBHOT'O PEryIIOBaHHSA Bif-
HOCHUH, IIIO JIEXKaTh B OCHOBi KibepcTpaxyBauHs. Bif-
HOCHUHH, IO JIeXKaTh ¥ OCHOBI KibepcTpaxyBaHHdA — Iie
BifHOCMHHM MiK [Oep:KaBol i cy0’eKTaMu TrocCIIoma-
pIOBaHHA IOAO0 OllepyBaHHA (30epiraHHs, BUKOPHUC-
TaHHSA, B3aXHCTy, IOBiIOMJIEHHS IIPO BTpaTy, 3HU-
IIeHHA) 0COOUCTUX AaHuX. llep:KaBHE peryaioBaHHS
TAaKUX BiTHOCUH ITPOABJIAETHCA Y BUTJIALI TPUAHATTA
Iep:KaBOl0 HOPMATUBHO-IIPABOBUX AaKTiB, BU3HA-
YeHHS CTAaHIAPTiB, YCTAHOBJIEHHS CAHKIIIA 3a IIOpPY-
IIeHHA BUMOT.

Ha crorozni CIHIA € sizepom cBiTOBOTO DPHHKY
KibepcTpaxXyBaHHSA uUepes3 HAJATOAKEHY CHCTEMY
3aXMCTy MPUBATHOI iH(Mopmamii Ta pearyBaHHA Ha
BUIIAAKY MOPYIIeHHA ii KoH(igeHIIiiHOCTI.

Jo ocHOBHUX (efepalbHUX HOPMATUBHUX aKTiB i3
OUTaHb KibepbesleKy HajleKaTh:

— 3akoH mpo ¢QiHaHCOBY MojepHisalmioo (3aKoH
I'pemma-Jliua-Baaiini), 3srimao 3 axum (diHaHCcoBi
yCTAHOBU HOBUWHHI 3axumiaTu iH(GOPMAI[il0 TPO KJIi-
euris (1999 p.);

— 3axoH 1Ipo yHi(pikaIio i 001ik fanmux B obJacTi
menuuHoro crpaxyBanusa (HIPAA), me wmicrarbes
peKoMeHallil Tpo MOBiJOMJIEHHA CIIOXKUBAYiB, KOJHU
Oesmneka IxHBOI mpuBaTHOI MeqUUHOI iH(GOopMaIrii 6yia
nopyurexa (1996 p.);

— 3aKOH PO yIpaBJiHHA 0e3meKo (emepaabHOI
indopmarii (FISMA) — Bumoru mpo 3axuct indopma-
il gep:xaBHuMu ycranoBamu (2002 p.) [6].

IIi mopmaTwBHI aKTU BCTAHOBUJIU, IO MEIUUYHI
opramisamii, (iHaHCcOBi ycTaHoBM Ta (hemepanbHi
BimoMcTBa TOBUWHHI 3axuinaty imdopMailio, SKOI0
BOHHU OIIEPYIOTh.

3rogoM i3 MeTOI0 BAOCKOHAJIEHHSA 3aKOHOJAaBCTBA
mpo KibepOesmery, QenepalbHUN ypsan IPUAHAB
KiJbKa HOBUX 3aKOHiIB, a TaKOK BHIiC 3MiHM OO THUX,
AKi Oyau ODpuilHATI paHimie, AJs MOKPaIlaHHA CHUC-
Temu Oesnexu. Ile, Hampukian, PenepaabHUN 3aK0OH
PO MHOPYIIeHHsa yMoB o0OMiny manmumu Bim 2015 p.,
AKUN 3000B’A3ye Oip:Ky MeIWYHOTO CTpaxXyBaHHSA
TOBIOMJISAITH KOMKHOTO iHAMWBiZa, UMs IepPCOHATbHA

ingopmaria Oyna mopyireHa abo mo AKOi OyB Hama-
HUH HECaAHKI[IOHOBaHUI MOCTyH, AKOMOIa HIBUAIIE,
ajie He IisHimIe HiK uepe3 60 AHIB Imic/isg BUABICHHS
IMOPYIIEeHHS.

Tak, ymepiile cTpaxoBUUM MPOAYKT y chepi Kibep-
crpaxyBauua y CIIA O0yB sanpomoHOBaHUII Ile B
1999 p. micsa BHECEHHS NEPIIOT0 3aKOHOIIPOEKTY
IIOZ0 HEeJOTOPKAHOCTI ITPUBATHOTO KUTTS i 3aXUCTY
IaunX. SaKOHOJaBUe 3aKpPilJIeHHS IIUX BiJHOCUH
CTBOPHMJIO IIONUT Ha KibepcTpaxyBaHHSA, OCKiJIbKU
KoMItaHii mepembauasnm, [0 OyAyTh HECTH S3HAUYHI
BUTPATH, SKINO MOPYIIATh 3aKOH, a CTPaXyBaHHS —
croci6 MiHimMisyBaTu TaKkuii pUSUK.

Huni B 47 i3 50 mrrariB edekTUBHO Aif0Th i Mic-
IeBi HOpMATWBHI aKTW MPO 3aXUCT JaHUX, IO Mic-
TATH TOJOXKEHHS IIPO O0OOB A3KOBE IOBiJOMJIEHHSA
KOMIIETEHTHIX OPTaHiB y pasi BUTOKY maHuX. 3aKOHU
PO IOPYIIIEHHSA YMOB OOMiHY JaHUMU BCTAHOBJIIOIOTH
CTaHJapPTH, B AKUX BU3HAUAIOTHCS:

- CTOPOHM, IO IOBUHHI IIOJaTH Ta OTPUMATU
IOBiIOMJIEHHS;

- imdopwmarisg, gKa BBajKaeThCA 0COOUCTOIO abo
KOH(DigeHIifiHO0;

- MEeTOAUY i TepMiHM A ImoAadi mMOBiJOMJIEHHS;

- BHUMOTHU OO0 3MiCTy IIOBiZIOMJIEHHS;

- IOKapaHHs 3a MOPYIIEeHHS 3aKOHY.

KanigopHuia crana mepmiuM IITaToM, B SKOMY
0yJIO BIPOBAKEHO BaKOH IIPO IIOPYIIEHHA YMOB
o0Miny mamummu. 3rifHO 3 JaHUM 3aKOHOM, OyIb-iKa
disuuna abo opuguuHA ocoba, AKa Beme Oismec y
mrati Kamigopris i Aaxka Bosomie abo Hagae IIpaBo
BUKOPUCTAHHSA aBTOMATU30BAHUX MNAHUX, AKi BKJIO-
4yaioTh y cebe ocobucTy iH(popmaiiiio, 3060B’sa3aHa
MOBiOMJIATA IIPO BUTIK IEPCOHAJBHUX [JAHUX.
«ITopyuienuss Ge3meKUW CHUCTEMU» BU3HAUYAETHCH SAK
«HeCaHKI[iOHOBaHe MpUA0AaHHSI aBTOMAaTHU30BaHUX 0as
IaHUX, IO CTaBUTH IIiJi 3aTpo3y Oe3meKry, KoHbigeH-
IifiHicTh, a6o migicHicTs ocobucTol imdopmalrii, aKy
BUKOPHUCTOBYE (pisuuna abo ropuauuHa ocoba». ITosi-
IOMJIEHHA IIPO IOPYIIEeHHA IOBUHHO OyTHU 3AilicHeHe
B HaA¥OIJIbIIT KOPOTKI TepMinu i 663 HEOOTPYHTOBAHUX
3aTpuMOK. BoHO MOKe OyTH IIOJaHe y HIHChMOBOMY
Y1 eJIEKTPOHHOMY BUTJIAL, & TAKOMK Y BUTJIALL «EKBi-
BaJIEHTHOI'O MOBimoMJIeHHsI». « EKBiBaJleHTHe IOBimoO-
MJIEHHSA» 3OiACHIOETHCA, SAKIIO BapTiCTh IIOPYIIEHB
nepesuirye 250 tuc. moa. CIIIA abo mikoam 3asHaIO
6imbire 500 THmc. ocib. ¥V TakoMy BUOAAKY KOMMOAaHis
3000B’s13aHa IOBiJOMHUTH UYepe3 eJeKTPOHHY IIOIITY
BCcix oci0, Gesmexka JaHUX SKUX IIOPYIIEHAa, 3poOuUTU
3asdBy MpPO IHIMAEHT Ha BJacHOMY IHTepHer-caiTi i
moBimomutu I'osl0BHe ympaBiiHHA 3acob0iB MacoBOL
irgopmarrii [10].

Heski mTaTy BCTAHOBJIIOIOTHL CTPOTi YacoBi oOme-
JKeHHA IION0 TEePMiHy IOJAHHS IIOBiZOMJIEHHS TIPO
BUTIK gaHuX. TakK, 3aKOHOJABCTBO INITAaTy BepMOHT
BUMara€ BiJl mMocTpaskJaJuX KOMMOAaHi poOUTH IIoIIe-
penHe momaHHA Hpo iHmuAeHT y I['eHepasbHy mpO-
Kyparypy mpoTsarom 14 poboumx aHiB i3 mua #oro
BUHUKHEHHSA. 3aKOHOAABCTBO Itary dPyopuga BcTa-
HoBJIIO€ TepMmin y 30 guiB, 11106 moBimomuTHu ocibd, 6es-
meKa ocobucroi ingopmariii akux OyJa IMopyIlIeHa, Ta
YupaBiinua 3 mpaBoBux cmpaB Imrary. OueBumgHO,
110 KOKeH HOPMATUBHUN aKT MiCTUTH KOPCTKi CaHK-
mii B pasi HegOTpMMAaHHA MOTO MOJIOMKEHbD.

OckiJbKHM Oep:kaBa HaKJIagae 3HauHiI (iHaHCOBI
caHKIIii 3a BTpaTy mpuBaTHOI iH(dopmarii KJieHTiB,
KibepcTpaxyBaHHS CTa€ BAMKJIUBUM 1HCTPYMEHTOM
VIPaBIiHHA TAKUMU PUSUKAMU.

IIle opmHiero 3amOPyKOI0 VCIIITHOTO PO3BUTKY
PUHKY KiOepcTpaxyBaHHS € BCTAHOBJICHHSA IepsKa-
BOI0O KOHKPETHUX CTaHAAPTiB IIIOJ0 3aXUCTy MaHUX.
CraggmapTu KibepOe3meKu IIOCTIiIiHO PO3BUBAIOTHCS i
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B Aeakinn mipi cmemmdiuni mgna rkoskHol ramysi. Taxk,
IO MeIUUHUX OpraHisallifi e craHgapTH BUKOPUC-
TaHHA iHGOopMAaIlifHNX TEXHOJIOTIH y Tajaysi oXopoHu
snopoB’a (HITECH), ne Bu3HAYAIOTHCA BUMOTH [0 CIIO-
co0y KOpUCTYBaHHS Ta pPiBHA Oe3neku indopmarrii mpo
CTAaH 3J0POB’fd; MJIA KOMIIAHIN, SIKI IMpMIAMAaimTbh Kpe-
ouTHi Ta nebetosi Kaptu, — CTaHZAPTHU 3aXUCTY JAHUX
npu BuKopucrauHi miati:kaux xapt (PCI DSS) Ta iH.

YacTuHa CTaHZAPTiB MaIOTh JIUINlE PEKOMEeH AIlili-
Huit xapaxkTtep (To06To He € 060B’sizkoBuMH). OmHAK
CTpaxoBi KoMmaHii, mocuiawUYuCch Ha I[i MMOJIOMKEHHS,
MOXKYTh CTHUMYJIIOBATA NPUUHATTA Ta MAOTPUMAHHS
iX KoMHOaHisgMu (HaIpuKJIazd, AK 000B’sI3KOBOI YMOBU
OTPUMAHHS IIOJIiCy CTpaxyBaHHA), IO 3arajoM
MOKPAIUTh 3aXUINEHICTh MIePCOHATBHUX NAHUX.

Buyrpimusa Oesmnexa mepexi O0yab-siKol opraxisa-
ii, sxa 36epirae ocobucty imdopmalliro mIpo KJIieH-
TiB, Biflirpae uu He HAWBaKJUBIIIIY POJIb IIPU BU3HA-
YeHHI pO3Mipy HOKPHUTTA Ta BapTOCTi CTPAxOBOTO
npoaykty. Tak, HaIpuUKJIag, cTpaxoBa KOMIaHid
American International Group mnpomonye Maxcu-
MaJibHe KibeprmoKpuTTa B podmipi 75 mura. moa. CIITA
TiIbKU OJIA MPOBiAHUX CBiTOBMX GaHKiB, II[0 MAiOTh
HaliKpaie copMoBaHi cucTeMu Oe3lMEeKU Mepexk Ta
IOM AKIIeHHA IINBY Kibeppusukis [5].

Ciin sasHaumnTH, 110 CEKTOP (PiHAHCOBUX IIOCIYT Y
CIITA € opmiero 3 HaMOiIbII 00i3HAHMX 1 3aXUIIEHUX
rajgyseii, ki 3iIITOBXYyIOThCA 3 Kibepsarposammu, aJe
OHOYACHO i HAWGIIBIIIO0 MIIIEeHHIO AJIs 3J0UnHIB [4].

Hocsin CIIA cBiguuTh, III0 HAABHICTH AEepPIKaB-
HOTO peryJjloBaHHSA y cdepi mopylieHHA O0e3lneKu
0COOMCTUX [MaHUX CHpHuAE ePEeKTUBHOMY PO3BUTKY
KibepcTpaxyBauHsa. [ cTpaXoBuUKa — OKPECJIIOE
CTaHIapTH, BUMOTH OO0 3aXWCTy iHdopmarllii, Ha aki
BiH MMOCUJIAETHCS MPU BU3HAUYEHHI YMOB CTPaXyBaHHA,
a TaKoK y pasi BUABJEHHA IPUUYMHU HACTAHHSA iHIU-
IeHTy BUTOKY JaHUX. 3 iHIIOro 00Ky, 3HAYHI CaHKIIil
3a MOPYIIEHHSA II0JOXKEeHb 3aKOHOJABCTBA CTUMYJIIO-
IOTh OpraHisariii mpuadaTH CTPAXOBUMA 3aXUCT.

Haromicts mosa me:xamu CIIIA HaBiTH y pO3BHU-
HEeHUX KpaiHax [AepsKaBHe PeryJioBaHHSA BiJHOCUH Yy
chepi KibepcraxyBaHHA ImepebyBae Ha cTalii cTaHOB-
JeHHA. YacTo icHye 3aKOHOJABCTBO IIPO 3aXWCT IIepP-
COHAJBHUX [NAaHWX, ONHAK CIeIiaJbHi HOPMHU IIIOJ0
000B’A3KYy iH(opMyBaTH YIIOBHOBAYKEHi OpraHu IIPO
KibepaTaky BifcyTHi.

Y 2013 p. €C npuiinas crpareriio Kibepbesmexku
1040 pedopMyBaHHSA CHUCTEMHU 3aXHCTY II€PCOHAJb-
HuUX naHux. Ilaker pedopm BKJIOUae 3arajbHe 3aKO-
momascTBo 1iogo saxucry gaHux (The General Data
Protection Regulation) Ta upekTuBy mpo 3axucT
IaHUX [OJA IOJIIiI Ta ceKTOpy KpUMiHaJIBHOTO IIpa-
Bocynnda [8].

3arajibHe 3aKOHOJABCTBO IOJO 3aXUCTy NaHUX —
Ile HACTaHOBUW, 3a MOIIOMOrol AKUX EBpoKoMicisa
Ma€e HaMip moCcUJANTH ¥ yHi(iKyBaTHM 3aXUCT AaHUX
nas pismuHmx ocib y mexkax €spomeiicbkoro Cormoay.
OCHOBHUMU 3aBIAaHHAMU € HAJAHHSI TI'POMAaAAHAM
MOJKJIMBOCTI KOHTPOJIIO CBOiX OCOOMCTUX [JaHUX i
CIIPOII[eHHA PeryJIATOPHOTO CePeNOBUIlA IJIA MijKHA-
poauoro 6isHecy nuIAxoM yHi(ikarii gamoro sakKoHo-
maBcTBa B Mexkax €C.

ITpuiinarrs sakoHogaBcTBa ouikyerhesa B 2016 p.
IToso:xenHss BuMaraTUMyTh OOOB’SI3KOBOI peecTpa-
il B KOMIIETEHTHOMY OpraHi 3jamiB 0as maHUX AJIA
BCiX yYaCHUKIiB PMHKY. 3TiHO 3 IPOEKTOM, KOMIIa-
Hii OyayTh 3000B’sI3aHi ITOBIJOMJIATH IIPO KibepaTaxky
OpoTATOM 72 TOOWH, a Y BUIIAQAKY IOOBEJEeHHS, IO
BUTIK iH(opmMallii cipuuymHeHUH i3 BUHU caMoi KOM-
maHii, HakJagaTuMyThcA mTpadHi caHkIii [8].

BaxknuBuMm esmemeHTOM pedOpMU € MOMKJIUBICTH
HaKJaJaTy 3HAYHI 1mITpadu B pasi mopyIlieHHs 3aKOHY —
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o 5% piunoro obopory opranisaiii. Tak, HelOJaBHO
kommanis Google Oyua omrrpadgosana Ha cymy 900 Tuc.
€BpO 3a MOPYIIeHHA B [cnanii mpaBuy 3aXuCTy JaHUX, ¥
TOH Yac sK 3a HOBOIO pe)OpMOI0 cyMa InTpady B Takii
curyartii gocarsa 6u 750 MutH. €BpoO.

Ha crorogni 060B’s30K ITOBiZOMJIEHHS PO 3JIaM
MTaHUX yiKe iCHye [Jis OIepaTopiB MOCHyr 3B’A3KY:
KOMIaHisA NOBUHHA Bi3BiTYyBaTHCh pETYJIIOIOUOMY
opra"y mnpo iHmuzeHT mporArom 24 romuH i «6es
HEeBUIIPABAAHOI 3aTPUMKH» IOBiIOMUTH BJIACHUKIB
IaHUX, KOJU Ile MOPYIINeHHA «AMOBIpHO MOKe BILIH-
HYTHU Ha IOPYIIEeHHA MPUBATHOCTI 1iel 0co0m».

YV CIIA npuiiHATTA IOLIOHOTO 3aKOHOIABCTBA
CTaJI0O TOIITOBXOM JO CTPiMKOI'O PO3BUTKY PUHKY
KibepcTpaxyBaHHsS, i, WMOBIpHO, HiCJIA TPUHHATTA
BUIeonncanoi pedopMu Ha €BPONENCHKOMY DPUHKY
aKTHUBi3YyeThCA K IIPOIIO3UIliS IPOAYKTIB KibepcTpa-
XyBaHHSA, TaK i MOIUT HA HUX.

3aKOHOZABCTBO IIPO OOOB’SI3KOBE IOBiIOMJIEHHS
KOMIIETEHTHUX OPTaHiB IIPO iHIIUAEHTH BUTOKY IIEpP-
COHAJIBHUX [aHUX YKe e(QeKTUBHO BIPOBAaJKeHE
B Ascrpanii (moBimomieHHsa VYmupasiinua y cdepi
ingopmarrii (Office of the Australian Information
Commissioner) BignmoBigzo g0 3aKoHy Ipo KOH(DimgeH-
mitigicts Bim 1988 p., 3axkomy mpo cBobomy iH(OP-
marnii Bix 1982 p. Ta in.), Ciuramypi (moBigmomieHusa
Kowmicii i3 saxwumery mnepconanbaux manux (The
Personal Data Protection Commission) Bigmosimuo
0 3aKOHY IIPO 3axucT ocobueTux mauux Big 2014 p.)
Ta iHIITUX PO3BUHEHUX KpaiHax.

HacrynHoio mpo6JsiemMoro, IO CTPUMY€E YCHiNTHUMN
PO3BUTOK KibepcTpaxyBaHHS, € 3arpo3a KOHIIEHTpAa-
1ii Kibeppusukis.

OCKiJIbKM KOMII I0TePHI CHCTEMHU € B3aEMO3aJIerK-
HUMU 1 CTaHZAPTM30BAHMMU, BOHU OCOOJMBO Bpas-
JIWBi 10 KOPEeJIbOBAaHUX yTPaT Takoro poxy. Tak sBaHi
«Kibep-yparaHu» HeCyTh HeBU3HAUEHUN PUBUK OYKe
BEeJIUKUX YyTPaT, He MAalOTh TEePUTOPiaJIbHUX MeXX
i BaskKO migmaroThcsa IporHosyBaHHIO. Kpim Toro,
«Kibep-yparanu» migHiMaoThb 6ap'ep AJIA BUXOAY Ha
CTPaxOBUIl PUHOK, TOMY IO CTPAXOBUKY HEOOXiTHO
maTu c(hOpMOBaHiI 3HAYHI CTPaxoOBi pe3epBu.

Sk mpaBmyo, cTPaxoBi KOMIAaHii BUKOPHUCTOBYIOTH
mepecTpaxyBaHHS B SAKOCTi 3aXWCTy BiJ Ay:Ke BeJIU-
KUX IIOTEHIIHHUX BUILIAT, i B TAKUX BUIIAIKaX Iepe-
CTPaXOBUKHU JOIIOMAaraloThb 3amodirTv KOHIEHTpA-
mii pusukiB. OxHAK I[iHAa TAKOTO IIepecTpaXyBaHHSA
BHMCOKA, 1 Ile BigoOpaskaeThCsa Ha BapTOCTi MmojiciB
cTpaxyBaHHA.

CBO€10 Ueprom, IIepecTPaXxOBUKU BCTAHOBJIIOIOTH
BigHOCHO HU3bKiI JimiTé pas kibGepcTpaxyBaHHA,
106 0OMEXKUTU CBOI PUBUKM, TMM CaMUM He 3aBXKIU
JIO3BOJIAIOUN KOMIIaHiAM mpuzdatu GasKaHUUA PO3Mip
TOKPUTTS.

Heps:xkaBa MOKe IJOIOMOTTHA BUPIIIUTU IO IIPO-
0JieMy, CTaBIIM IIEPECTPAXOBUKOM MJs KOMIIAHiii,
10 3AificHIOITH KibepcTpaxyBauusa. Ile 3po6uTsh ixHi
OPOAYKTHU OiJIbINI NPUNHATHUM JJIA KJIIEHTIB 3a paxy-
HOK 3HMKEHHS ITiHW, a 3HUIKEHHS IiHU IIPU3BeJe 0
3POCTAaHHS KOHKYPEHIil Ha PUHKY.

¥V CIITA icHye ocHOBa [Jid TAKOro IIepecTpaxy-
BaHHSA — 3aKOH NP0 CTpaxyBaHHA BiJ TepopusMmy,
nputtaatuit y 2002 p. 3rigHo 3 HOPMATUBHUM aKTOM,
lepsKaBa IIPOTATOM IIEBHOTO IEPioy KOMIIEHCYE uac-
TUHY CTPAaXOBUX BUILIAT CTPAXOBUKaM, AKi 3a3HAIOTH
3HAYHUX BUTPAT Yepe3 BUILIATY CTPAXOBUX BiAIIKO-
IyBaHb, COPUYMHEHUX TEPOPUCTUUHUM aKTOM. 3aKOH
CTBOPUB TaK 3BaHY (DellepajibHY <«IIONYIIKY Oe3IeKM»
I CTPAXOBMX BUILIAT y 3B A3KY 3 aKTaMHU Tepo-
pusmy.

IIporpama peasisyeTbca Iicasa BUBHAHHA CTpa-
XOBOT'O BUINAAKY TEPOPUCTUUYHUM aKTOM (MacIi-
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TabHi KibepaTaky MmiAmamaioTh I HaHYy KaTeropiro).
YTpaTt; Bij TaKOro BUIIAAKY IOBUHHI IIepPEeBUIIYBATU
100 muam. gon. CIIIA, posmip ¢pammwmsu — 20%.
Y Bumanky peadiisairii mporpamu (enepasabHUN yPAI
KoMIIeHCY€e BUILIaTUTU 85% 3acTpaxoBaHUX PUBUKIB,
[0 TepeBUINye (PAHIIN3Y CTPAXOBHKaA, a CTPaxo-
BUK — 15% . MakcuMaJbHUI PO3MIp TaKOro CTPaxo-
BOTO MOKPUTTA cTanoBuTh 100 mupa. mos. Ha pik [6].

TakuM YWHOM, OepiKaBa B POJIi IepecTpaxoBUKa
JOTIOMOXK€e CTPaXOBUM KOMIIAHIiAM yIIOPATHCH i3 JIaH-
I[IOTOBOIO peakKIriero Kibeppusukis. Okpim Toro, HasAB-
HiCTb TapaHTOBAHOTO MEPECTPAXYBAHHS 3 BEJIUKUMU
JiMiTaM¥ JACTh MOYKJIWBICTH CTPAXOBUKAM ITPOIIOHY-
BaTU OPOrpaMy CTPaxXyBaHHA 3 OiIbIINM PO3Mipom
MOKPUTTSA. 3aBAAKU ydYacTi B JeprKaBHINl mporpami
mepecTpaxyBaHHS CTpPaxoBi KommaHii chopmyioTh
IocTaTHiI BjacHi pesepBu, 1100 y IIOJAJIBIIIOMY BIIO-
paTtucs 3 TAaKUMU PUBUKAMU CaAMOCTilHO.

Hecraua craructuunoi iH(opmarii mjgsa mpose-
IeHHd aKTyapHUX pO3PaxXyHKiB — HaCcTyIlHa BaiK-
auBa nmpobJsieMa B KibepcrpaxyBaHHi. I3 miei mpuunan
PUBUKU, Ha BUIANOK SKUX 3MiHMCHIOETHCS CTPAaXOBUM
3aXMCT, BAYKKO IiAAal0ThCA KiJIbKicHiI omminmi, mpo-
THO3YBaHHIO, BUHUKAIOTh IIPO0JIeMU TPV BU3HAUEHHI
I[iHM Ta PO3Mipy CTPAXOBOTO IMOKPUTTA.

Ha coorogui y CIITA edexTuBHO aie 3aKOH IIpPO
o0MmiH iH(opmaliiero B obaacti Kibepbesnexu (CISA)
Bix 2015 p., TOJIOBHOIO METOIO AKOTO € MiABUINEHHS
KibepOesmexku 3a IOIOMOIOI0 IIOKpPAIAHHA OOMiHy
indopmarriero mpo Kibepsarposum MiK ypamoM, TeX-
HOJIOTIYHUMHU Ta BUPOOHUUYMMU KoMIaHigsMu. TaKkox
Hamnionanpaa acoriamia crpaxoBux kKomicapis (The
National Association of Insurance Commissioners
— NAIC) mpairfoe Hajg po3poOKOI0 HOBUX BUMOT JO
3BiTHOCTI CTPaxXOBHMX KOMIIAHIA [OJIA IIOJIETIIIeHHS
OI[IHKM PU3UKiB y KibepcTpaxyBaHHi (MeTOI0 HaAIpa-
III0OBAHL € CTBOPEHHsS 0asu maHuUX 3 iH(opMaIlli€io
Bil cTpaxoBUKIB IpO OeTasi CTPpaXOBUX BUIAAKiB,
3 AKUMU [0BEJIOCh BiImToBXHyTHCH). IligBUIeHHSA
00idHAHOCTI Ta 34ATHOCTI aHaJidyBaTU PU3UK JOMO-
MOJKe CTPaxXOBUM KOMIaHisM (opMyBaTH OITHU-
MaJbHY IiHOBY HOJITUKY, TPOIIOHYBaTHU pisHOMAa-
HiTHi BUAM TOKPUTTA.

Pusuku, 3 AKMMH CTUKAIOTHhCS CTPAaxXoBi KoMmia-
Hil B nuTaHHAX BJIacHOI KibepOesmeKku, 0€3yMOBHO, €
3HAYHUMU, yPaXOBYIOUM XapakTep Ta obcAr NaHUX,
HeOoOXimHux nasi BemeHHA OisHecy. OcCKijnbKu 0ijb-
NIiCTh MEePCOHAJBHUX NAHUX KOPHUCTYBauiB y (iman-
COBOMY CeKTopi Ta wMmemmuui maui (y MeguyHOMY
CTpaxyBaHHi) yce uacTime 30epiraioTbcAd B €JIeKTPO-
HHOMY BUIJIANL, OpraHisaida pusuK-MeHeIKMEHTY Y
CTPaXOBUX KOMIIaHiAX 000B’A3KOBO IOBUHHA MiCTUTHU
yHOpaBJIiHHA KibeppusuKamu.

ITopyiienusa ymMoB oOMiHY mammmu, AKi HaOyIm
IIXPOKOMACIITA0HOT0 XapaKTepy, 3MYCHUJHU 3aKOHO-
MaBI[iB CIPUATHA YAOCKOHAJIEHHIO YMOB 3aXUCTY CTPa-
XOBUKIiB IIPOTHU KibepaTak.

Tax, HamionanmbHa acoriamia cTpaxoBuUX Kowmica-
piB chopmyBasa IlinpoBy rpynmy 3 nutaHb KiGepbes-
neku B aucronaai 2014 p. [2]. Ile 6yaa mepiia crrpoba
CTBOPUTH [IEePyKaBHUU PeryJATop B obJsiacTi Kibepbes-
neKu cTpaxoBux KommaHiit. [ianbuicts NAIC 30ce-
peIsKeHa y TPhOX HANPAMKAX:

- BaXWCT BJIACHUX JaHUX;

- CTHUMYJIIOBAaHHSA CTPaXOBUKIB 3axXWIlaTH CBOI
IaHl HAJEKHUM CIIOCO00M;

- HarJA 3a PO3BUTKOM DPHUHKY KibepcTpaxy-
BaHHA.

¥V 2015 p. [invoBa rpyna 3 nuTaHb KibepOesmexku
npuiianaa IIpmHOUOU e(QeKTUBHOrO pPeryJIIOBaHHSA
crpaxyBaHHA Kibeppusukis (Principles for Effective
Cybersecurity Insurance Regulatory Guidance) [3].

ITonokenus wmictuth 12 OpUHIUINB, AKi caysKaTh
OCHOBOIO IJd 3aXUCTy KOHGDimeHIIiltHOI iH(popMaIril
mpo ocib, 1o 30epiraeThcA y CTPAXOBUKIB, a TAKOXK
€ HaCTaHOBAMHU [JI CTPAXOBUKIB i mepsKaBHUX pery-
JIATOPiB IIOJO CTBOPEHHA 0E3MEYHUX YMOB BeIEeHHS
cIpas.

3MicT TPUHIUIIB MOKHA y3araJbHUTH HACTYII-
HUM YHHOM:

- CrpaxoBi KomMnaHii MOBUHHI BKJIIOUUTU YIIpPaB-
JiHHA KibeppuUsMKaMu B CHCTEMY PUBUK-MeHeIK-
MEHTY IIiIIpueMCTBA.

- Panma mupeKTOpiB mOBMHHA JETAJbHO BUBUATU
BCi MaTepianu, oTpuMaHi B pe3yabTaTi BHYTPIIITHBOTO
aynury IT-cucremMu Kommanii.

- CrpaxoBuku NOBMHHI O0yTH iH(MOpPMOBaHI 11010
icuyrounx Kibepsarpos uepes cheliajbHi opramisairii
0o0MiHY Takor iHdopmailieo.

- Huska npuHIUIOIB CcTOCYyeThCcA 00OB’A3KiB
CTPAXxOBUX PEryJATOPiB, B30KpeMa 3a0e3meueHHsd
HaJeKHOI HOpMAaTHBHOI 6asu, siKa Oyle «THYYKOIO,
MPaKTUYHOIO 1 ITOCJiJOBHOIO» y B3aeMOXil 3 HaIlio-
HaJbHUMU CTaHZAPTaAMU.

- Ilopsan 3i sMinHeHHAM IPUHIIUIIB 30eperKeHHsa
KoH(imeHmiiHOCTI maHWX Ipu iXHbBOMY 360pi, 30e-
piramHi, BWKOpPWCTAHHI Ta 3HUIIEHHI OCHOBHUM
MPUHIIUIIOM BU3HAYAETHCSA IJIAHYBAHHA CIIOCOOY
pearyBaHHS Ha iHIIUJEHTU IOPYIIEHHA CEPENOBUIIA
KibepbOesnexku [7].

Haui mprHOUON ZOTOMOXKYTH CTPAXOBUKAM YHIO-
CKOHAQJIUTU BHYTPIITHI cumcTeMu 1 mpolecu AJIA
3aXMCTY BiJf BUTOKY JaHUX i BTpaTu iHTEeJIEeKTyaIbHOL
BJIACHOCTi, OCKIJIbKU CTpaxoBa Trajly3b 3HAXOIUTHCS
mijg mocTifiHOI0 3arpo30i0 KibepHamamiis.

BucnoBku. IlpoananisyBaBmiu mpoGJsieMu, II[0
CTPUMYIOTh PO3BUTOK KibepcTpaxyBaHHSA y CBiTi, y3a-
raJbHeHO 3apyOiKHUU HOCBiA IXHBOTO BUPIIIIEHHS.

ITo-miepiie, mpobsieMy HEBU3HAUEHOCTI pPeTyJIiO-
BaHHA BifHOCWMH y KilepcTpaxyBaHHI MOYKHa BUDi-
MIUTHU NUJIAXOM IPUAHATTSA B IePKaBi 3aKOHOIaBCTBA,
fIKe PeryJiroe BiTHOCMHU y cdepi 3aXUCTy 0COOUCTHX
IaHWX, perjaMeHTamii BuUMOr II[OZO CIIOCOo0y 30epi-
raHHA, PiBHA 3aXUCTy MUX AAHUX i BUBHAUEHHS Bif-
MOBiIHUX CaHKIIiN y pasi iXHbOTO TMOpPYIINeHHA (IS
CTPAaXOBUKA BOHO OKPECJUTh CTAHIAPTU, BUMOTHU IO
3axmcTy iH(popwmarii, Ha AKi BiH mocuiaeTbcA IIpHU
BMBHAYEHHI yMOB CTpaxyBaHH:A, IIPU PO3CJiTyBaHHI
iHIIUAEHTY BUTOKY [OaHWUX; IS KOMIIAHI — cTaHe
CTUMYJIOM IpuabaTu KibepcTpaxyBaHHSA, 1100 3aXucC-
TuTH cebe Bij cmiaTw 3HaYHUX mTpadiB, KOMIeHCA-
mii 30uTKiB TperiM ocobaM 3a PilllIeHHAM CYIy, CYIO-
BUX BHUTPAT TOIIO).

ITo-gpyre, mpobiemy Hecraui imdopwmariii mpra
IPOBEIeHHA aKTyapHUX PO3PaxXyHKIiB y KibGepcTpaxy-
BaHHI MOXKHA BUPININTU IIIAXOM yTBOPeHHA Bropo
ITaHUX IIOJ0 KibepOesamexu. [lepskaBa MOKe CIIpH-
ATU YTBOPEHHIO TaKoro Biopo, I0 3HAYHO AOIIOMO-
10 6 CTPaXOBUM KOMIIAHIiAM Ta PUBUK-MeHeIKepaM
YIIPABJIATH PUBNKaAMU, CTBOPIOBATU aKTyapHi Momesri
IJisd Ki0eppusuKiB, THUM CaMHUM CKOPOTHUBIIN BapTiCThb
moJriciB cTpaxyBaHHSA i 3pOOUBINHM KibepcTpaxyBaHHS
0inbIl IPUBAGIUBUM JJId KOMIIAHIN.

ITo-tpere, mpobsemy KOHIIeHTpaIllii Kibeppusu-
KiB y pasdi HacTaHHA CTPAXOBOTO BUIIAAKY MOYKHA
BUDIIIIUTH, AKIIO AepsKaBa MPOTATOM II€BHOTO Yacy
Oyzne 3abesmeuyBaTu IepecTpaxyBaHHS KibeppusukiB
I crpaxoBuxX Kommnawiii. Ile momomoske cTaHOB-
JIEHHI0 PDUHKY KibepcTpaxyBaHHA 3a PaxyHOK BIIEB-
HEHOCTi CTPaxOBUKIiB y MOJKJMBOCTI BUKOHATU CBOI
3000B’A3aHHA B pasi HaCTAHHA CTPAXOBUX BUIIAIKIB,
3HUKEHHSA I[iH Ha moJicu (BUCOKi Tapudu mepectpa-
XOBUKIiB IPAMO BIJIMBAIOTH HA BapPTiCTh CTPAXOBKM) i
3pPOCTAaHHS KOHKYPEHIIiI cepell CTPaxOBUKiB.

167



Bicuuk OHY imeni I. I. Meynurxosa. 2016. T. 21. Bun. 2

TakumM yuHOM, YCYHEeHHs OaHUX Oap’epiB cupu- Bsaraji BimcyTHe, a HaBeleHUII 3apyOiKHUII MOCBifm

ATAME YCHOIiNTHOMY PO3BUTKY PHHKY KibepcTpaxy- MosKe CAyryBaTH MPUKJIALAOM BUDPIIIEHHS 3a3HAUEHUX
BaHHS B KpaiHax, Ze TIOKM BOHO HEPO3BUHEHE YU MIPOOJeM.
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ITPOTPECCUBHBINM OITBIT 3APYBESKHBIX CTPAH
B PEHNIEHWMM TTPOBAEM PA3BMUTUS KUBEPCTPAXOBAHMS

Pesiome

WcciemoBana CyIHOCTh KNOEPCTPAXOBAHUS U OIPE/EJIeHbl PUCKU, HA CIyYall KOTOPBIX OCYIIECTBJISETCS Kubep-
cTpaxoBaHue. BuIsBIEHBI IPOOJEMBbI, CAEP’KUBAKIINE PAa3BUTHE KubOepcTpaxoBaHus B Mupe. Ha ocHoBaHuu
IIPOTPECCUBHOTO OIBITA PA3BUTHIX 3aPyOEIKHBIX CTPAH 00O0OIIEHBI CIIOCOOBI PEIIeHUs BBISBJIEHHBIX MIPOOIEM.
Karouessle croBa: KubepcTpaxoBaHue, KMOEPPUCKU, 0e30IIaCHOCTh JaHHBIX, I'OCYJapCTBEHHOE peryJIMpOoBaHUe
B c(epe 0e30MaCHOCTHU JUYHBIX NAHHBIX, COOOIEHVE O HapYIIeHW! 0e30TMacCHOCTU JaHHBIX, IIePeCcTpPaxOBaHUEe
KubeppucKoB, nH(GOPMAIIMOHHOe obecleueHre KNGepCTPaXOBaHUA.
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PROGRESSIVE EXPERIENCE OF FOREIGN COUNTRIES
IN SOLVING PROBLEMS OF CYBER INSURANCE

Summary

The essence of cyber security and identified risks, which cyber insurance policies coverage are provided for are
studied. The problems which constrain the development of cyber insurance in the world are defined. On the basis
of the progressive experience of developed foreign countries the solutions to existing problems are generalized.
Keywords: cyber insurance, cyber risks, data security, government regulation of personal data security,
mandatory data breach notification, cyber insurance reinsurance, information support of cyber insurance.

168



